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Real-Time
System:

Architecture

and Design

1 INTRODUCTION

Telemechanical systems are systems for
remote control and supervision of distribut-
ed automation objects.

A distributed automation object is made
of large number of technologically
connected sub-objects, positioned on large
distances from one another and from the
control center.

The volume and the dynamics of the
technological information describing these
objects vary in wide margins. Typically for
such objects the information available in
the separate sub-objects is insufficient for
taking controlling decision.




Therefore the information from each
sub-object has to be placed in a single
place, then analyzed and to construct
governing actions for the individual sub-ob-
jects on the basis of the analysis.

The supervision of dispersed automa-
tion sub-objects implies transfers of data
from the individual sub-objects to one or
more control centers - Central Monitoring
Station (CMS) - “informational tract”, and
transfers of control actions and data
requests from the CMS to the objects -
‘command tract”. In this case the two-way
transfer of data is achieved with tele-me-
chanical approach, hence the Supervisory
Control and Data Acquisition of the
dispersed automation objects is achieved
by tele-mechanical systems.

2 SYSTEM SOLUTION

The tele-mechanical system by defini-
tion is a system operating under industrial
conditions and in Real Time (RT). The
criteria are “hard” and “soft”.

In the first case every event has to be
processed within a fixed time frame
(worst-case) regardless of:

The number of system objects;

Data volume;

Dynamics of the state changes
and other factors.

This time frame is determined by the
event creation moment in the object to the
complete processing and displaying and it
is also called reaction time or time for
system response respectively. It is different
for the various automation objects and
depends on their specifics. The “soft”
criteria the time for reaction is formulated
on the basis of statistical criteria which
indicate that in pre-defined percentage of
cases the result should be present after a
given time interval.

The functional structure of the teleme-
chanical systems includes features of both
categories. In order to optimize the struc-
ture of the system it is physically divided
into two functionally complete levels,
subsystems respectively, namely:

Basic layer containing the RTU,
Front End and SCADA servers;

“Upper” layer — Human Machine
Interface — HIM subsystem.

The function which implementation have
to meet the “hard” criteria are installed at
basic layer and all other in the second
layer. The basic layer ensures the system
reliability and determine its dynamic prop-
erties. Therefore it is built upon micro com-
puters designed to operate in industrial
conditions and in Real Time mode under
the management of Real Time Operating
Systems (RTOS).

The HMI subsystem which functions are
performed in the “soft” criteria for Real
Time is composed of standard PC configu-
rations operating under Windows™ or
Linux.

3 TECHNICAL BASE

The equipment described below is are
used as building base of the current
system. System and peripheral modules
made by Mikro Elektronik Nuernberg —
MEN GmbH are used and the interface
modules are product of “Telecont” Ltd.

All other types of equipment could be
used in principle as long as they capable to
operate under the requirements of
Real-Time mode and in industrial environ-
ment.

3.1 System modules

Members of this group are mainly the
CPU modules which are Single Board
microcomputers (SBC). They implement
computer configurations operating on
parallel system bus such as VME and CPCI
BUS. SBC are functionally independent
and can be used independently or in
configuration with additional system and/or
peripheral modules and computers.
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A selection of CPU modules with diverse
hardware and functionality are available,
covering the requirements a wide variety of
systems — from single board deployments
to powerful multi-computers configurations
that are part of large remotely-controlled
mechanical systems, controlling dozens of
objects with thousands of information
points.

3.1.1 Fail Safe CPU

Fail Safe microcomputers are type A 602
or type D 602. They are built on the basis
of 3 parallel Power PC® 750 CL and a
Voter turnout analyzer, controlling the oper-
ation of the 3 processors and ensuring
configuration 2 out of 3, wherein, in order to
be accepted, the result produced from two

out of three processors has to be the same.

These types of CPU modules are used in
the construction of highly-critical systems
such as systems in the nuclear power engi-
neering, aeronautics, etc. and they cover
the following requirements:

-EN 50129;

-IEC 61508;

-EN 50126 / IEC 62278 Safety Integrity
Levels (SIL) — SIL1+4;

-DAL-A;

-RTCA DO-254;

-EN 50155.

They are manufactured by Mikro Elek-
tronik Nuernberg — ©MEN GmbH.

3.1.2 VME Bus CPU module

The most used CPU modules in the
system are those from types A12b and
A21b. These are VME BUS modules
supporting wide variety of peripheral mod-
ules, based on an M Bus.

A21b is built on the basis of PowerPC®
MPC 8245 and A21b on the basis of
Freescale™ QorlQ™

P1022 or P1013, dual or single core.

3.1.3 Embedded System Mod-
ule-ESM - Single Board micro-

computer

The Single Board microcomputer type
MM 50 is made up of CPU, PowerPC®
MPC5121 type or MPC5123 type, including:

- Core, €300;

- Floating Point Unit FPU controller;

-DMA-controller;

- PCl-interface controller;

-FPGA, 77-Pin Cyclone EP1C12 or
EP2C20, with 12.060 or 18.752 logical
elements respectively manufactured by
Altera™; etc.

The functionality of it is dynamic and
can be re-programmed through the use of
the FPGA.

Part of the microcomputer’s functional
modules are “permanent” and are realized
on the basis of the controllers of the
processor’s chip and the rest are “program-
mable” and are determined by the control-
lers configuration and the FPGAs
programmable logic.

Structural chart of the Single Board
microcomputer is given in Fig. 8.”Perma-
nent” and “programmable” modules are
listed there, namely:

Permanent:

- DDR - SDRAM,;

- Ethernet controller;

- RS 232 UART controller;

- USB controller;

- 2 x CAN-Bus controllers and

Programmable:

- IDE controller for monitoring the
SDRAM,;

- IDE controller for monitoring the NAND
Flash;



- GPIO controller for supervising N x 8
input/output digital lines - 40 x I/O basic
configuration;

- Quad UART controller for monitoring
additional 4 x RS 232 channels;

Few options are:

-Graphic controller - VGA;

-SPI Interface controller for intersystem
communication;

-2C Interface controller;

-LED controller for monitoring LED and
7-segmental display;

-Touch Screen controller, etc.

If required, new controllers based on the
available resources of FPGA could be
created dealing with specific consumer
functions.

3.2 Peripheral modules

These modules are used for connecting

with the periphery. They are:

Communication;

Digital — for connecting with digital
signals and actuators;

Analogous — for connecting with
analogous signals and actuators.

Their connection to the CPU is achieved
through parallel BUS or through serial
structures.

The used bus standards are VME-Bus,
PCIBus, PC MIP-BUS, M-Bus and more.
The serial link is done by 12C or SPI.
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Structurally, modules are installed either
directly on the given system bus or as
Piggy Back modules on the CPU and/or on
Carrier Boards. The maximum number of
M-Modules installed on the CPU module is
3 and on the Carrier Board is 4. The
peripheral modules are designed as stock
1/O controllers with standardized interface.
Main types of 1/O-controllers are:

-A302 - 128-bit digital 1/O-controller
operating on VME-Bus;

-MO45N — 8 channel serial controller for
RS_XXX;

-M066-00/02 — 32-bit I/O-controller and
32-bit input controller respectively;

-MO35N/36 - 14/16-bit, 8/16-channel
analog input;

-MO033/62N —
analog output;

-M072 - 4 channel Motion Counter
module;

-And many more controllers supporting
wide range of Field Buses for periphery
connection, this including and PROFIBUS.

The S201 module is used as a Carrier
Board in order to accommodate M-Mod-
ules designed as Piggy Back modules
operating on M-BUS. Through the use of
the S201 module the data from the M-Mod-
ules is conveyed to the VME-Bus and then
to the CPU. The manufacturer of the
system and peripheral modules is Mikro
Elektronik Nuernberg — MEN.

12/16-bit, 6/4-channel

3.3 Interface modules

The peripheral modules are unified in
terms of supply and operational voltage,
functionality, electric parameters and other.
Often, the different types of objects have
special demands in terms of electrical
parameters and functionality. The purpose
of the interface modules is to adapt stan-
dard periphery to the specifics of the facili-
ty. A variety of interface modules exist for
integration with the specifics of the energy
facilities, such as:

- Module for commands execution of the
switching equipment in the substations;

-Modules for high breakdown voltage,
and other.

A relevant specialized modules may be
developed if necessary.

4 SOFTWARE

The system’s software consists of:
1.System software;

2.Database;

3.Application software.

4.1 System Software Provi-
sioning

The system’s software is an UNIX-based
Real-Time Operating System - RTOS like
for example OS 9000™.

The system part of the application provi-
sioning includes:

1.0perating system;

2.Drivers;

3.Software packages, providing the
networking protocols needed by the micro-
computer's system and configuration.

The Real-Time Operating System
(RTOS) has a wide variety of system
means, supporting:

1.Multitasking mode

2.0Operational synchronization and coor-
dination of the program modules and/or of
all the processes within the entire computa-
tional resource;

3.Exchange of data and events within
program-module, = microcomputer  and
subsystem levels.

The potentials given by the operating
system ensure:

- Dynamic change of the task priorities;

- Short time tasks switching;

- The activation of the tasks connected
with the application-specific software and
the database is done spontaneously, i.e. by
event occurrence, which requires an action
from a specific task. Therefore, in case of
low intense variations in the technological
processes, the processors of the VME-BUS
configuration are functioning at the low end
of their operating capacity. This allows a
reserve of computational power, which can
be used to process peak loads in the
system, driven by sharp changes in the
managed objects;

-Once the system is started, all the
application system modules and the entire
database are installed in the memory and
remain there permanently,



where request for loading new modules
from the hard disk and the procedures for
taking up or freeing memory, alongside
other time consuming tasks are eliminated
entirely.

4.2 Information Provisioning

Information provisioning consists of:
1.SQL - Relational Database (RDBMS)
2.Real-Time Database (RTDB);

3.Data Images.

The Real-Time Database (RTDB) works
under the supervision and management of
the Real-Time Operating System. It is
installed on the SCADA Server and is initiat-
ed by the SCADA RDBMS model.

The function of the RTDB is:

1. To receive, buffer and store data
coming from the process, thereby “untying”
the dynamics of the technological process
between the communication of the Com-
mand Station (CS) and its subscribers -
objects;

2. To execute checks on the data integrity;

Nv

Event-Driven
Parallel
Processing

RDB operates in offline mode predomi-
nantly. Two types of RDBMS are created,
namely:

+SCADA RDBMS;

-HIS RDBMS.

SCADA RDBMS contains all the static,
topological and description data of the
objects in the system.

HIS RDBMS contains all the data
needed to create, edit and to generate a
variety of archives and protocols within the
system.

3. To activate succession of internal
functions on the basis of the external
and/or the internal events with the sole
purpose of thorough dealing with the tech-
nological situation;

4. To “feed” data to the HMI/HIS subsys-
tem, etc.

To sum up, the measures, defining the
increased dynamics and fast operational
speed of the RTDB are as follows:

1. RTDB is based on Information Models
that describe, in entirety, the statics and
dynamics of the objects.



2. The complete Information Model is
permanently installed on the local RAM
memory of the computer.

3. Al correlations in the RTDB
between the units are formed in the Infor-
mation Model Layer and they exist as
unique addresses, set up while linking and
loading of the program structure in the
computer’s memory. Thus the computing
operations used for probing and searching
in the DB in online mode are avoided and
are limited to just reading of the appropriate
address;

4.  All processing generated by event
occurrence or by alteration in the process,
related not only to the main element
(triggering the event), but also to all other
elements directly or indirectly related to it,
are handled spontaneously in the moment
of their triggering, thus resulting in the
permanent provisioning of the consistency
of the DB.

The Data Image mainly provides the
communication functionality within the
system. It represents the condensed form
of the Information Model, containing all the
Dynamic Data, gathered by diverse proto-
cols from the objects.

4.3 Application Software Pro-
visioning

Alongside with the System and Informa-
tion Provision the Application Software
delivers the system’s functionality.

It consists of wide variety of Application
Modules that execute standard and specif-
ic functions within the SCADA system.

They can be fully or partially installed
depending on the required functionality.
Application Modules can be installed on all
system’s hierarchy levels. For example they
can be installed on the:

-RTU level;

-Data hub/gateway level;

-Frond End Server level;

- SCADA Server level, etc.

In addition to the “classical” functions of
control and supervision of the objects,
there are few extra functionalities allowing
for the accomplishment of:

Various logical relations, including
physical and logical signals, commands
and physical and calculated measurements
(values), in which different time delays can
occur.

Various calculations on the physical
measurements data and the generation of
new set of data, through the use of mathemat-
ical operations library, and for each physical or
calculated data, a “Pipe” of mathematical
models can be created to perform different
operations over the values.

The software consists of program modules
for:

-establishing the connections with the
peripheral devices;

- data exchange with IEDs through various
medias and protocols;

- authentication and processing of techno-
logical data from the object;

-logical and mathematical processing over
physical and logical signals, measurements
and commands;

-two-way data transfer between the FE
Server and the RTU;

-message dispatcher;

-connection with External
systems;

-visualization and interface to an operator;

-recording and archiving of events (system
journal);

RTUs and

5 COMMUNICATIONS
AND DATA INTEGRITY

The system supports parallel and
independent communication stacks on
variety of communication medium, technol-
ogies and protocols.

On a RTU level the communication is
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accomplished at 3 levels:



a) Process level, where data
exchange with IEDs is performed;

b)  Object level, at which data trans-
mission with other peripheral devices -
Data Hub is performed, and

c) System level, at which data is
exchanged with system components that
reside at higher system levels, such as the
Local Command Station, the FE Server,

and other.

The communication modules could be
installed in quantities required depending
on the particular configuration and the
geographical position of CS, RTU and
other objects. Each communication
module has its own communication stack,
which is used for adjusting the module to
the given communicational infrastructure,
including:

- Communication media;

- Communication technologies;

- Physical interfaces;

- Protocols, etc.

On the other hand, CS as well as RTU
could operate in parallel and independent
manner as Server for any number of
Clients and as Clients for any number of
Servers.

The communication protocols and
parameters for data exchange for every
Server/Client slot are autonomous and
independent from one another. The same
applies for the communication protocols
used.

When operating as a Server, RTU
supports separate Data Image map for
each and every Client, which contains its
required data volume and composition.

Technical characteristics of the commu-
nication are listed in the Chapter 9 “Com-
munication”.

5.1 Data consistency

Data consistency ensures that all system
structures receive reliable, relevant and
timely data. Main reason for disrupting the
consistency of data is usually communica-
tion disruption that lead to loss, tampering
or delay of the data transmission within the
system. Consistency of data in the system
is guaranteed through the following system
measures:

1. All technological data from the
object is transmitted at the time of event
occurrence and with data quality indication
(invalid, substituted, etc.).

2. Communication networks within
the system framework are designed as
follows:

- Technological data flows are separated
from the rest and for this purpose different
“logical” networks are created within the
physical network;

-Networks dealing with technological
data primarily use the 1st and 2nd layer of
the OSI model. They are implemented as
such as routing and network interconnect-
ing is avoided.

-At the 7th (application) layer, IEC
60870-5-104 communication software is
installed. It controls the communication and
defines it.

3. The communication software is
built upon a range of communication inter-
faces for every open connection separately
that consist of pair of “Client-Server”
processes operating in parallel and in
independent fashion ie. a logical
“point-to-point” topology is created.

4.  Every communication interface has
its own means to control the communica-
tion, to store the undelivered and/or unac-
knowledged data in relevant structures and
their transmission to the respective
subscriber whenever opportunity occurs.

6 SYSTEM STRUCTURE

General structure of the system is given
in Fig. 1.

The system consists of:

-Peripheral Stations also known as
Remote Terminal Unit (RTU) located in the
objects;

-Communication Server or Front End
Server;

«-SCADA Server;

- Historical Information Server (HIS);

-Engineering Station;

- Operator Station (OS).

The functions that determine the
Real-Time operation implementation are
installed on the computers and the subsys-
tems that outline the Base level of the
system. It Includes:
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-Peripheral stations — RTU in the
objects;

- The communication FE Server;

- The SCADA Server.

The Base level is functionally complete
and consists of microcomputers designed
for Real-Time operation. They are built on
the basis of VME or PCI Bus computers
and operate under the management of the
Real-Time Operating System (RTOS).

The HMI subsystem is designed upon
standard PC configurations, operating
under Windows™. The HIS Server could
be part of the Base level as well as the
“Upper” layer of the system. The structure
shown is with duplicates of the SCADA and
the FE Servers. The latter operate with two
independent communication networks.
Accordingly the RTUs are subscribed to 4
Clients. Each of the two FE Servers main-
tains parallel and independent communica-
tion with every of its objects.

A%

SCADA, State
Estimation,
Smart Grids

The functions to which the “soft”
Real-Time conditions are applied are
installed in the HMI subsystem that repre-
sent “Upper” layer of the system. It
includes:

-Operator Stations (OS) or Dispatcher
workplaces;

-Engineering Stations (ES);

«The HIS Server;

- Visualization tools, etc.

6.1 Structure of the Peripheral
Posts — RTU

The system’s functions at “object” level
are realized by the RTUs.

Alongside the standard RTU in the
system’s compositions the so called Mini
RTU is also included.

The basis of the RTU is the parallel
system bus of the VME Bus or PCI Bus

type.



It relies on the full set of system and
peripheral hardware modules and on the
basis of the system bus and the different
types of modules it allows the design of
various by composition and diverse config-
urations.

RTU is able to receive arbitrary amount
of parallel and serial data. Its function is to
control and manage large and medi-
um-sized substations and other similar
objects.

Mini RTU is built on single-board micro-
computer and lacks parallel bus structure.
Apart from its own periphery it also
includes some serial 12C and SPI Buses,
which allow for expansion with peripheral
controllers supporting the same bus com-
munication.

Mini RTU is designed for the implemen-
tation of Bay-controllers and for the control
and management of small-sized energy
and similar types of objects such as:

- Photovoltaic Power Stations — PPS;

- Wind farms;

- Small hydropower plants;

- Distribution stations;

- Small power substations;

Energy management systems and
more.

6.1.1 Structure of the RTU

The Remote Terminal Unit — RTU is
based upon CPU module on a dedicated
single board microcomputer (SBC) and/or
multi-computer configuration that includes
several CPU modules operating on shared
parallel system bus (VME or CPCI Bus)
and/or interconnected via network or serial
communication channels.

In the case of direct data entry, the
connection between the RTU and the
periphery is achieved by digital and analog
input/output modules and/or controllers. In
the case of data collection from distributed
intelligent peripheral devices (Intelligent
Electronic Devices — IEDs) a suite of com-
munication and network modules is used.

RTU consists of:

-Object microcomputer, which can be
seen as communication microcomputer as
well;

-One or several 32-bit digital input/out-
put modules;

-One or several 10-, 12-, 14-bit analog
input/output modules;

-One or several 4/8 channel communi-
cation controllers for data exchange with
the Intelligent Electronic Devices (IED),
located at process level,

-One or several 4/8 channel communi-
cation controllers for data exchange with
Control Stations at higher system levels
and other.

At process level
includes:

-Relay protections -
and/or IED devices;

- 3-phase measuring devices of P, Q, U,
I and f — conventional and/or IED devices;

- Signal conditioners, relay repeaters —
for Remote Signaling from switching
elements;

- Signal conditioners, relay repeaters —
for Remote Signaling from relay protections
and other.

the configuration

conventional

RTU can be implemented as fully
centralized or fully distributed structure, as
well as a combination from the both.

The centralized structure is used when
the Remote Signaling, Remote Measure-
ments and Remote Commands are sent on
a distribution frame and are dispatched in
parallel (direct) fashion to the RTU.

Distributed structure is used in the cases
when the technological data is collected by
the Intelligent Electronic Devices (IEDs).

The structure scheme of RTU is given in
Fig. 2.

The data from the main object is
received:

-Parallel via digital inputs and outputs
and
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Figure 1. Summary structural diagram of the system
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Figure 8. Block diagram of the ESM u-computer
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Figure 3. Mini RTU Controller - Hardware
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-Serial/network from Digital Relay
Protection (DRP), energy meters (EM),
Bay-controllers and so on, by IEC
60870-5-103, IEC 61107, IEC 62056, IEC
61850-Client and other protocols.

The adjacent objects are:

-Small junction stations;

-Disconnecting switches for outdoor
mounting type OSD;

- Power substations and other.

The data generated from them is
received in the RTU through serial interface
or TCP/IP network. It is combined there
and along the technological data from the
main object it is transmitted to the Central
Station.

6.1.2 Structure of Mini RTU

Mini RTU is designed to house Bay
controllers andfor as a Peripheral Station
for control and supervision of small-sized
energy facilities such as:

- Photoelectric Stations, wind farms, mini
hydropower plants, etc.

-Small junction substations;

- Power substations of different voltages
levels;

-OSD plants along the power lines and
others.

The block diagram of the Mini RTU is
given in Fig. 3.

6.1.2.1 Hardware

The controller hardware consists of:

a.Single Board microcomputer (SBC) or
Embedded System Module (ESM);

b.System module and

c.Peripheral 1/O modules.

dThe single-board microcomputer is
designed as a mezzanine module and the
system module as a carrier board. The
connection between the two is via PCI-104
interface.

6.1.2.1.1 Embedded System
Module (ESM) - Single-board
microcomputer

The single-board

contains a CPU of
MPC5121/MPC5123 type.

microcomputer
the PowerPC®

The general block diagram of
single-board microcomputer — ESM is
given in Fig. 8 and its content is listed in
section 3.1.3.

6.1.2.1.2 System module
The system module is the carrier board
of the ESM microcomputer.

The interface blocks are mounted there,
through which the controllers installed on
the single-board microcomputer coordi-
nate with the periphery, which they main-
tain. These blocks contain:

- The circuits that form the signals;

- The circuits that coordinate the signals;

- Galvanic isolated circuits;

- Power amplifiers;

- Power supply circuits;

- Electro-mechanical
more.

connectors and

The system module can be modified
according to the needs by combining a
variety of controllers.

6.1.2.1.3 Peripheral module.

The peripheral 1/O module supports 40
GPIO lines and is connected to the EMS
microcomputer via the system module
through [2C interface. The Mini RTU
configuration can contain up to 8 such
modules.

If required, a variety of peripheral mod-
ules can be developed and produced com-
municating  with the  microcomputer
through 12C and/or SPI interface.

7 COMMUNICATIONS
AND DATA INTEGRITY

The system functions are grouped by:

a.Functions that are performed under
“Hard Real Time-Criteria” for Real-Time
operation;

b.Functions that are performed under “Soft
Real Time-Criteria” for Real-Time operation.

The first group is installed in the microcom-
puters and is included in the Basic Layer and
the second group — in the HMI subsystem.

7.1 RTU functions

The main RTU functions are:

1To collect and process all the technologi-
cal data generated in the object;

2To manage the objects — remote control
and adjustment;

3To feed the full volume of technological,
operational and diagnostic data to the substa-
tion's staffiincoming data from adjacent
objects;



4. To record, archive and visualize all
object-related data, generated in the
substation;

5. To monitor, control and supervise the
technological processes of the object;

6. To collect and combine all the incom-
ing data from adjacent objects;

7. To select, prepare and provide the
required technological data simultaneously
to several Command Stations.

The RTU functions are divided in two
groups:

a. Basic functions;

b. Upper functions.

Basic functions are:

a. Assembly and initial processing of
technological data from the object;

b. Switching equipment supervision of
command execution;

c. Maintaining RTU-level local Real-Time
Database (RTDB);

d. Communication functions to maintain
the data transfer with the CS of the system
and the Local Command Station respec-
tively.

Upper functions of the RTU are:

a.Client communication protocol IEC
870-5-101/104 of the adjacent objects;

b.Server communication protocol IEC
870-5-101/104, etc.;

c.Data hub (DH) used to submit object
and its adjacent objects data to the higher
system layers;

d.Local Monitoring Station-option, etc.

7.1.1 Assembly and initial pro-
cessing of technological data
from industrial equipment and
facilities.

One of the main RTU functions is to
collect technological data from the
dispersed facilities and to perform initial
data processing, including:

1. Real-Time collection and processing
of digital, analog and incremental data
incoming from the object;

2. To discover state changes of the
objects’ information points;

3. To detect dynamic signal variations
within 10 millisecond;

4. To perform software and hardware
filtration various types of interference,
caused by the industrial environment;

5. To perform initial processing of the
incoming data;

6. To accept operator-initiated com-
mands or commands upcoming from
higher-level systems, to verify their authen-
ticity and conditions of their implementa-
tion and to forward them to the process;

7. To monitor the state transition time in
the case of double point indication (DPI).
To generate “expired timeout” message and
to void the signaling when predefined limits
are exceeded.
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8. To isolate process signaling after
operator initiation, thus allowing for manual
state change of the signals — substitution.
This type of intervention is recorded in the
system logs.

9. To gather the measurements and the
increment counters by the use of analog,
incremental inputs and/or by serial, teleme-
chanical or network communication. In the
second case the sensors and the electric
meters are treated as Intelligent Electronic
Devices (IEDs) and the data transfer is
performed by using IEC 60870-5-103, IEC
61850, MODBUS or similar protocols.

4. Simultaneous support of a number of
networking protocols;

5. RTU-level support of Real-Time Data-
base (RTDB);

6. Combination of all of the above.

7.1.3.
functions

Facility supervision

Facility supervision is done:

a. Locally;

b. From Local Monitoring Station (LMS)
in the facility/object;

DYNAMICS AND
RELIABILITY

7.1.2. Collection and initial
processing of instrumentation
data functions of decentralized
IED RTU.

Functions of the decentralized RTU are:

1. Collection and processing of |ED data;

2. Simultaneous support of several serial
interfaces;

3. Simultaneous maintenance of several
local microcomputer networks;

c. From one or more Monitoring Stations
(MS) at different system levels.

The general rule is that the control can
be performed only by a single source of
commands in a given time moment, as the
priority decreases according to the system
hierarchy.

Control can be performed by single
commands and/or by command sequenc-
es. Commands are executed in two steps.



In the first steps checks are performed
on:

- Command source authenticity;

- The state of the respective command
output;

- The disabled state presence of the all
other command outputs.

If the verification is successful the
chosen command output is activated.

In the second step, power is applied to
the outputs of the RTU. The duration of the
command, i.e. the duration of voltage
supply to the output circuits, is an initially
defined parameter of the RTU.

The locks are monitored at hardware
and software level, whenever a command
is carried out. Those could be one or
several process and/or logical signals, as
well as logical dependencies from them.
Command activation is linked with the
locks conditions implementation. Whenev-
er a condition is not implemented the com-
mand is rejected and a message is
displayed “absence of conditions for imple-
mentation”.

The command execution is acknowl-
edged by reverse indicators, coming from
the process. In the absence of process
events verifying the proper command
implementation, the same is terminated
with “timeout”.

7.2 Front End Server functions

The main purpose of the Frond End Server
is to maintain the communication with the
object-based RTUs, to process and transmit
the date to the SCADA and the HIS Servers.

Its main functions are:

1. To maintain parallel and autonomous
communication with object-based RTUs;

2. To receive instrumentation data from
the nodes in the information tract;

3. To receive and transmit the com-
mands and the data requests to the RTU,
issued from the Operator Stations — com-
mand tract;

4. To verify the authenticity of the
received data;

5. To store the data in the Data Image;

6. To carry out the required computa-
tions, based on predefined object’s
relationships and functions of logical and
mathematical processing and to provide
the results to the higher system levels;

7. To convey the received from the
objects instrumentation data to the SCADA
and the HIS Servers respectively;

8. To provide data consistency,
according to 5.1, etc.

7.3. SCADA Server functions

The main SCADA Server purposes are:

1. To receive data from the FE Server;

2. To ensure data integrity;

3. To store the data in a RTDB;

4. To compare it to the current static and
dynamic state of the object and the system
as a whole;

5. To initiate and carry out internal func-
tions derived from state changes on the
object itself and/or on the functionally and
technologically connected objects;

6. To activate the relevant application
modules, based on the particular generat-
ed events;

7. To generate a new set of logical
signals and events, resulting from imple-
mentation of the internal functions and
application modules until the complete
event/s processing;

8. To recalculate the object’s dynamic
topology;

9. To analyze the state of the object —
State Analyzer;

10. To prepare visual data “feeding” to
the HMI subsystem;

11. To accept commands and requests
from the HMI subsystem and to initiate the
relevant operations in the RTDB;

12. To output the resulting data to the FE
Server;

13. To control the execution of the com-
mands and more.

The mathematical processes and
models in the FE and SCADA Server can
perform a wide variety of functions, includ-
ing the generation of measurement indica-
tion, whenever a predefined threshold is
reached, integration, incrementing and
arithmetic operations of the analog values.
Boolean and time (delay, filter) functions of
the signals are also calculated.

7.4. HIS Server functions

The HIS server receives instrumental,
logical and computed data from the
SCADA Server. The HIS Server contains its
own SQL based HIS-RDB that holds
objects data, i.e. the description of all
process and computed signals and mea-
surements of the system, as well as the
data describing the different types of proto-
cols and records.



7.5 Human Machine Interface
(HMI) subsystem

The Human Machine Interface subsystem
includes:

- Operators Place of Work also known as
Operator Stations (OS);

- Engineer Place of Work also known as
Engineer Stations (EO);

- Video wall if one is required and

- A variety of peripheral devices.

In principle all the functions of the HMI can
be done on every Operator Station. The
restrictions are derived from the different
rights of the relevant Operator Station. HMI
has a built-in system of access rights, allowing
the display of certain data the input of queries
and commands for every OS and Operator.
The system allows for data exchange with

external systems, both managing and
informational.
The user interface is based on the

standard modern graphic functions as:
The display of various number of
windows on one or more monitors;

- Zooming, panning and windows arrange-
ment;

- Construction of user-defined screens;

- Use of dialog boxes, menus, etc.’

- Display of data grids and tables;

- The display of graphical data derived
from logical and mathematical operations in
the shape graphics and diagrams;

- Instant, cyclic and periodic update of
displayed data;

- Ability to manual data input by the opera-
tor — substitution under predefined conditions
and data types. “Substituted” data is marked
by the system, and others.

7.5.1 Operator Station functions

The Operator Station is used for:

a. Visualizing of the technological process-
es of the system’s objects;

b. Visualizing internal system processes —
diagnostics;

¢. Communication network state visualiz-
Ing;

d. Displaying of variety of protocols and
records, etc.

For this reason, the station is equipped with
data visualizing software, which at launch
receives static image information from the
SQL Database of the SCADA and HIS Servers
and in online mode is served by the Real-Time
Database of the SCADA Server and the
SQL-HIS-RDBMS of the HIS Server.

7.5.1.1.1 Key operator functions

The main operator roles are:

- Image display;

- Data transfer monitoring;

- Input, output and display of process
data and data resulting from logical and
mathematical operations;

- Process data state display — data qual-
ity;

- Manual replacement (substitution) and
data recovery;

- Command activation and deactivation;

- Input and output of text data;

- Process graphic and diagrams genera-
tion and other.

7.5.1.1.2 Operator's
recording

action

Operator-initiated actions are recorded
in the lists of the:

- Events;

- Operator’s actions;

- Warnings and etcetera if required.

Operator-initiated actions include:

- System log-in and log-out;

- Command and query input;

- Markers and restrictions input;

- Data substitution;

- Parameters input and modification;
- Testing and diagnostics;

- Alarm acknowledgement and other.

7.5.2 Graphical Images

The images generated and displayed by
the system are:

- Overview images;

- Linear diagrams of substations and
power lines:

Stating images of substations and

power lines;

- Tabular representations of substations,
including process data attributes;

- Imaging of the state of the communi-
cation on system level;

- Current events and alarms;

- Tabular imaging of events and alarms,
containing:

- Event type;

- Alarm type — permanent or temporary;

- Creation time;

- Acknowledgement state.

Filtering options for rows and
columns selection by different criteria and
other;

Various types of reports, which
format and content can be determined by
the initiator;
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- Other images;
- Graphic forms for creating and editing
images, tables and so on.

7.5.3 Alarm and event processing

The system handles all occurring alarms
and registers them in relevant lists and
records in chronological order. The return
from alarm to normal state of the given
process point is also recorded.

Alarms defined as critical are marked
with color, background, flashing and other
attributes so they can be easily distin-
guished in the event browser.

7.6 Engineering Station func-
tions

The SQL Clients, installed on the Engi-
neering Station, communicate with the
SQL Server by using standard TCP/IP
protocols and allow for Relational Database
configuration of the SCADA and the HIS
Servers. The SQL Database of the HIS
Server and the SCADA Server is config-
ured through the Engineering Station.
Therefore the Engineering station contains
system configuration and graphic editor
software.

The configuration software is designed:

1. To describe the hardware configura-
tion of the FE and SCADA Servers;

2. To describe communication configu-
ration of the system;

3. To establish correlation between the
addresses of the used communication
protocols and the identifiers in the system’s
Database.

4. To define the static and dynamic data
used by the applications of the FE Server
and the SCADA Server;

5. To configure the types of data proto-

cols and archives, as well as their contents.

The Graphic Editor relies upon a graphic
object library, visualizing the static and
dynamic of the objects, controlled by the
system. The libraries conform to the
requirements of the individual users.

The Graphic Editor is used for:

1. Design and editing of graphic objects
and expanding and updating the graphic
libraries;

2. Design and editing of linear diagrams
of the objects;

3. Design and editing general system
diagrams;

4. Design and editing of the system’s
communication diagram.

5. To configure the types of data proto-
cols and archives, as well as their contents.

The Graphic Editor relies upon a graphic
object library, visualizing the static and
dynamic of the objects, controlled by the
system. The libraries conform to the
requirements of the individual users.

The Graphic Editor is used for:

1. Design and editing of graphic objects
and expanding and updating the graphic
libraries;

2. Design and editing of linear diagrams
of the objects;

3. Design and editing general system
diagrams;

4. Design and editing of the system’s
communication diagram.
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8.1 Energetics

1. SCADA systems — around 10 in opera-
tion in:

- National Dispatching Center

- “Maritza Iztok” Mines EAD

- “Energosnabdiavane” — National Grid:

- Gorna Oryahovitsa;

- Blagoevgrad;

- Bansko;

- Kyustendil;

- Sofia oblast.

2. RTU - around 90 in operation nation-
wide.

8.2 Renewable Energy Sourc-
es (RES) — around 60.

- Photovoltaic Power Stations — PPS;
- Small-sized Hydro Power Plants;
- Wind farms.

8.3 Metropolitan — Sofia.

8.3.1 Energetics — Power sub-

stations
1. Metro stations — 8.
2.  Local SCADA systems — 8.
3. RTU-16.

@ telecont

e RobCo SWAT.
Special Ware & Tools

8.3.2 Control of sanitation

facilities

1. Metro stations — 8.
2. Local SCADA systems — 8.
3. RTU - 60.

8.4 Energy management

8.4.1 “Maritsa Iztok” Mines EAD

1. Number of facilities/substations -
around 50.

2. Number of energy meters — around
700.

9 TECHNICAL
PARAMETERS

1. Purpose

Telemechanical system for supervision
and control of distributed objects — SCADA
system designed for objects from:

- Energetics;

- Gas distribution;

- Water supply and distribution;

- Hot Water Distribution, and other distri-
bution networks;

Metro, energy and other technical

facilities;

- Railway transport — traffic control, etc.

2. Number of controlled nodes/objects
and RTU — unlimited



3. Data volume — unlimited
4. Physical and logical function division
performed by “Hard Real Time-Criteria” and
“Soft Real Time-Criteria”
5. Subsystems
- Basic layer (“Hard Real Time-Criteria”
functions), incl.:
o RTU;
o Communication — FE microcom-
puters;
o SCADA Server.
- Human Machine Interface — HMI (“Soft
Real Time-Criteria”), incl.:
o Operator Workstations (OWS) —
Operator Stations (OS);
o Engineer Place of Work;
o Historical Information Server —
HIS Server;
o Protocolling and archiving.
6. Data input/output
- Parallel — digital and analogous 1/O
signals
- Serial network by protocol — digital and
analogous I/O signals.
7. Technical data sources
- Parallel from relay repeater
- Serial from:
o Bay controllers and
o] Intelligent
Devices — IEDs, incl.:
- Digital Protection Relays (DPR);
- Measurement devices;
- Energy meters (EM) and other.

Electronic

8.  Hardware

System Modules:

- CPU modules, Single Board Computer —
SBC of type:

0 A 602 — Fail Save Computer (SIL 4 certif.)
PowerPC® 750 CL based;

0 A 21 B PowerPC® QorlQ P1013 based;

oA 12 B PowerPC® MPC8245 based and
other.

- Embedded System Module-ESM Com-
puter- On-Modules-COM of type;

o MM50-01 PowerPC® MPC5121e or
MPC5123 based.

Peripheral Modules:

- Digital I/O modules:

o A 302 — 128-channel digital /O module;

o M 66 -00 — 32-channel digital I/O module;

o M 66 -02 — 32-channel digital input
module;

0 M 58 — 32-channel digital I/O module;

o M 82 — 16-channel digital input module;

o M 81 — 16-channel digital output module;

o M 43 - 8-channel digital relay output
module and other.

- Analogous I/O modules:

o M 62N — 16 analogous outputs 16 bits;

o M 36N — 8/16 analogous outputs 16 bits;

o M 35N — 8/16 analogous outputs 14 bits,
etc.

- Communication and networking modules:

o M 045 — 8 x RS 232/RS 422/RS 485
serial channels;

o M 077 — 4 x RS 232/RS 422/RS 485
serial channels;
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o F 211-00 — 4 x Fast Ethernet Interface;

o F 752 — Real-Time Ethernet Interface
Board;

0 G211 — 4 x Gigabit Ethernet Interface;

o0 G211F — 4 x Fiber Optics Interface, etc.

-Process Fieldbuses

o F 751 — DeviceNet Interface Board;

o F 750 — CANopen Interface Board,;

0 M 51 — 4 x CAN Interface;

o0 M 65 - 2 x Intelligent CAN Interface;

o F 753 — PROFIBUS Interface Board;

0 M 57 — Profibus DP Master Interface;

o M 79 - Profibus DP Slave Interface, etc.

Interface modules — different types of
modules for adapting to different parameters
of the nodes/objects, including modules
controling the execution of two-pass
commands.

9. Software

Operating systems:

- On basic layer — Real-Time Operating
System (RTOS);

- OS 9000™;

- VxWorks and other UNIX-based OS,
including LINUX;

- On “upper’ layer — HMI and HIS subsys-
tems;

- LINUX;

- WINDOWS™,

Informational provisioning — IP:

- SCADA_RDBMS generally offline;

- HIS_RDBMS generally offline;

- Real-Time Database — RTDB generally
online processing of technological data,
incoming from the nodes/objects.

Applied Programing Provisioning:

- On Basic layer:

o RTU

- Software for combining data from parallel
and serial channels;

- Data authenticity check software;

- Initial processing of technological data
software;

- Communicational software supporting
different protocols, etc.

o Front End Server;

- Communicational software supporting
different protocols;

- Data authenticity check software

- Software for different levels of data
processing.

o SCADA Server:

- Communicational software supporting
different protocols;

- Data exchange with the HIS Server and
the HMI-subsystem software;

- Data analysis software;

- Software for calculating the current
nodes/objects topology;

- Flow-control calculation software;

- State Estimation software, etc.

o HIS Server:

- Software for data exchange with the
SCADA Server and the HMI-subsystem;

- Software for devising a variety of archives
and protocols.

+ On HMI-subsystem level:

o Operator Workstations (OWS), Operator
Stations (OS);

- Software for data exchange with the
SCADA Server and the HIS Servers;

- Data visualization software;

- HMl interface;

o Engineering Workstations
Engineering Stations (ES);

- Software for data exchange with the
SCADA and the HIS Servers;

- Data visualization software;

- HMl interface;

- Software for image creation and editing;

- Software for protocol and archive devel-
opment and management;

- Software for system and technological
parameter input and;

- Offline system configuration at different
levels.

(EWS),

10 COMMUNICATION

The system supports both parallel and
independent communication over a variety of
communication medium, technologies and
protocols.

Interfaces:
+ RS 232;
- RS 485;
+ RS 422;
- Ethernet and other standard protocols.

Physical medium:

a. Copper wire;

b. Fiber-optical cable;

c. TCP/IP networks;

d. PLC — channels;

e. Radio;

f. GPRS - networks;

g- VLAN — networks, etc.

Local process bus:

- CAN-BUS;

- PROFIBUS;

- 12C —Bus;

- SPI-Bus and other.

- Other bus types can be
used if required, for example
PROFIBUS, etc.



Process level protocols used by the objects:
- IEC 61107;

- IEC 60870-5-101/104;

- IEC 60870-5-103;

- IEC 61850_Client;

- MODBUS and other.

System level protocols this including the
ones used in the Central Station:

- IEC 60870-5-101;

- IEC 60870-5-104;

- Proprietary protocol, etc.

mn CONDUCTED TESTS

Tests conducted at the following conditions:
- Environment — Ethernet - TCP/IP;

- Protocol — IEC 60870-5-104;

- Number of FE Servers — 1xCPU;

o Number of Clients on the FE Servers— 20;
- Number of RTU nodes/objects — 20;

o Number of RTU Servers - 1;

- Variation intensity - 20 ms;

- Communication - simultaneous, parallel
and independent with all objects;

- CPU load at:

- 5 nodes/objects - 25 %;

- 10 nodes/objects - 45 %;

- 20 nodes/objects - 80 %.
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